
Serial : 2021/T10392 
Issuing Date : 18/08/2021
Valid till : 17/08/2022

FOR : Finance Department, Govt. of West Bengal

In Scope URL : http://demowbhealthscheme.nic.in/
Main URL Hosting : https://www.wbhealthscheme.gov.in/
Scope of Audit : Web Application
Auditor Name : Mr. Shubham Dabre
Audit Dates : 26/07/2021 to 17/08/2021

CONCLUSION:
Auditing for West Bengal Health Scheme Portal  web application of Finance Department,
Govt. of West Bengal  was done from 26/07/2021  to 30/07/2021  as per the CERT-In Web
Application Audit guidelines, by Xiarch Solutions as per the scope. As on 18/08/2021
, there are no pending nonconformity w.r.t Web Application Audit.

The site is free from OWASP (and any other Known) vulnerabilities and is safe for hosting.

The  clearance  for  the  above  application  is  given  taking  into  consideration  that  the
OWASP  (and  any   other   Known)   vulnerabilities   do  not  exist  in  the  application.  Any
unapproved changes to the web application will void the certificate.

Application Source Code
Hash{MD5}:5dc9befc0d013b78a327f010d46c14a18d067d80903b1aa4489b78704c4b085f

HOSTING PERMISSION:
I. Site may be considered safe for hosting with Read and Script Execute permission only.

RECOMMENDATIONS:
I. Web Server Audit certificate, web server and OS level hardening need to be in place for the production server before making the

application live.
II. Website audit should be done at least once a year or when there is any change in the application.
III. No new web pages are to be added without proper security audit.
IV. Server side issue should be taken care by hosting provider.
V. Secure Sockets Layer (SSL) should be implemented on the main hosting URL (including sub-folders).
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